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This course introduces the basic concepts of information systems security in
general. It prepares students to develop plans aiming at protecting information
systems resources in organizations. Topics include: security threats and
vulnerabilities, principles of cryptography, risk management, continuity planning,
information privacy, access control and ethical issues.
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1. Knowledge:

1. Understand information systems security concepts and terminology;

2. Understand the universe of threats and respective impacts to organizations;

3. Define risk management and explain why it is an important component of an

information security strategy and practice

4. Analyze and apply security management policies, practices, and technologies to

cost effectively reduce risk; and

5. Integrate security planning into an information systems life cycle.

2. Skills:

1. Review and develop the key elements of an information systems security
management program;

2. Perform and document a risk analysis of information systems security for an
organization, to include identification of threats, vulnerabilities, and
countermeasures;

3. Develop a security plan to address the results of the risk analysis;

4. Research and report on the key technological solutions to achieving
information systems security;

5. Identify and discuss the ethical and societal issues related to implementing
information systems security programs;

6. Develop a business continuity plan; and

Establish policies and procedures for managing security issues
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Course content  aal ggs

Week @,,..“ﬂ\
15t week Introduction to Information Security JgYI & gd!
2" week The Threat Environment S gl
3rd week Security Planning CIEI gyl
4™ week Security Planning ol gl
5t week Networking Basics o) ¢ gl
6" week The elements of Cryptography 3Ll g gl
7t week Cryptography Systems and Standards ) £ Y
8" week Access Control A g gl
9t week Access Control gl g gt
10" week Firewalls S g
11t week Firewalls e @3l g gyl
12t week Host (operating System) Security s G g
13t week Data Security e I g
14™ week Application Security A gl g ¥
151 week Recovery Management Ao el g gl
16™ week Comprehensive Revision and Final Exams 8 ol g gyl

Teaching and Learning Methods eyl Cui
1- lectures Yes < ol —1
2- Slides Yes RFEAR)
3- Practical Exercises o)) Sliplad) -3
4- Field Visits i)l oy —4
5- Research Sl =5
6- Others Yes <7 -6
Assessment TOOIS  :pwid! Jilug
Examinations Syl Y
First Exam ol HLay)
Second Exam. S L)
Final Exam. S sy

Homework and participation.
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Textbook and Supporting Material = a3l axtwlly ol aor el
1- Text Book 4 oyl olo¥l ax ol —1
Authors: Raymond R. Panko Al gl
S Corporate Computer and WSl ol
Title: Network Security St O
. Pearson Prentice Hall

. ' HUJ!
Editor: New Jersey -
Year of Edition: 2010 second edition grEiip e
2- Other Books s prip =2

Principles of Information
Authors: Systems Security : text and Alged)
cases
Title: Gurpreet Dhillon RS
. John Wiley and Sons .

. 1 ..L,J
Editor: Hoboken A
Year of Edition: 2007 Sl e
Research Journal Loodadt &Mt =3

Important Dates:asts qyls
Evaluation Method & Scheme =il £ 5
First Exam. syl
Second Exam. S L)
Final Exam. S ey

Homework and participation

iSjlaally ddjedt Sl
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Instructor .l isa s

Name: (o)

Office Number and gy Sl o3,

Telephone:

E- mail: (S9SN )

Office Hours: Sl el
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